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1. Introduction.- Cybersecurity is now mainstream. News is featuring and giving 
attention to cyberattacks, partially because cyberspace is increasingly becoming a 
platform of geopolitical friction. Nevertheless, states are working to find shared rules 
and practices to assure peace in cyberspace and avoid “[that] a cyberattack could cause 
the next international conflict,” borrowing the EU Secretary General’s words. 

On this year’s March 12th, the UN Open-Ended Working Group (OEWG)1 
concluded a 2-year discussion regarding information and telecommunications 
technologies in the context of international security. All UN member states were invited 
to participate. Because of the COVID 19 pandemic, the meeting’s sessions were 
conducted in a hybrid format, both live and virtually. As the Chair said with a smile in 
his conclusive speech, state delegates were connected from their offices or their 
kitchens, in different time zones, sometimes in the middle of the night, fighting with 
muted microphones. Not quite the same as having breaks at a Viennese cafe under the 
UN building, quoting the US delegate Michele Markoff’s words. 

By contrast, the physical distance has been compensated by a closeness of intent. 
In fact, after six years of impasse, the UN negotiation process finally generated a 
Consensus report for the promotion of security and cooperation in cyberspace, 
published alongside the Chair’s summary and the Updated procedural report. The 
consensus agreement between the UN member states required considerable flexibility, a 
word used repeatedly during the states’ delegates’ statements, including the Italian 
delegation. It is clear that divergences of values on regulating cyberspace exist and run 
deep between the states. Just think that the OEWG was born as a Russian-led forum, 
parallel, and rival to the UN GGE2, when the latter, in 2016-2017, failed to generate a 
consensus report3. 

The shared concern, especially of the US and like-minded states, was that Russia 
and its allies would try to demolish the work of the GGE. The agreed issues were: 

                                                
1 The Open-Ended Working Group was established in December 2018, through resolution 73/27 by the UN 

General Assembly. Tabled by the Russian Federation, the process, that is open to all UN states, aims to discuss the 
developments of ICTs in the context of international security. The official page of the OEWG can be accessed here. 

2 The Group of Governmental Experts (GGE) was established in 2004 by the UN General Assembly through 
resolution 73/266, to discuss the risks of the development of ICT on national security. Since its birth, six GGEs took 
place. The official page of the OEWG can be accessed here. 

3 The cybersecurity diplomacy path and the disagreement that led to creating the two competing forums are 
analyzed in more detail in a preceding paper of the OSORIN by Gian Maria Farnelli. 

https://www.diplomacy.edu/blog/new-landmark-global-cybersecurity-negotiations-un-cyber-oewg-numbers
https://www.diplomacy.edu/blog/new-landmark-global-cybersecurity-negotiations-un-cyber-oewg-numbers
http://webtv.un.org/watch/11th-meeting-open-ended-working-group-on-developments-in-the-field-of-information-and-telecommunications-in-the-context-of-international-security-third-substantive-session-8-12-march-2021/6239833762001
https://podcasts.apple.com/us/podcast/discussing-the-un-oewg-with-the-mother-of-norms/id1538641661?i=1000514528234
https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf
https://front.un-arm.org/wp-content/uploads/2021/03/Chairs-Summary-A-AC.290-2021-CRP.3-technical-reissue.pdf
https://front.un-arm.org/wp-content/uploads/2021/03/OEWG-draft-procedural-report-with-track-changes.docx
https://front.un-arm.org/wp-content/uploads/2021/02/ITALY-OEWG-INFORMALS-Feb-2021.pdf
https://www.un.org/disarmament/open-ended-working-group/
https://www.un.org/disarmament/group-of-governmental-experts/
https://www.osorin.it/uploads/model_4/.files/29_item_2.pdf?v=1591781229
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 The applicability of international law to cyberspace; 

 A set of eleven norms that apply under the threshold of the use of force; 

 A shared understanding of the importance of confidence-building measures. 

Despite all the expectations, the OEWG final document is not revolutionary at all. 
Surprisingly Russia and China insisted with quotes and references to the previous GGE 
report, reconfirming all the work done there. While it might seem that no advancements 
were made, the first important outcome was that the “rules of the road” were established 
in a much broader framework of participating states, in confrontation with the private 
sector, departing from the often-criticized GGE’s elitist decision process, from which 

Italy is also excluded. 4 

In what follows, it will be analyzed the OEWG final report, bringing to light the 
open issues between states. Although the OEWG generated a consensus report, the 
states continue to have rival interests and contrasting long-term plans. The practical 
implication of the report will be discussed, stressing the importance of developing 
cyberattacks' resilience through capacity building, and highlighting the limits of the US 
and like-minded state’s security-centered strategies. 

 

2. It is not just a matter of form.- The OEWG final document is divided into six 
sections: 

 Existing and emerging threats; 

 Norms, rules, and principles; 

 International law; 

 Confidence building measures; 

 Capacity building; 

 Regular institutional dialogue. 

The second and the third section are the most controversial. While in the first 
section, there was an agreement between states that information and telecommunication 
technologies come with both benefits and dangers, the instruments to address those 
risks are still contested. From one side, Russia, Iran, Syria, Cuba, and Egypt, with the 
support of China, believe that the current norms are insufficient to prevent malicious 
behavior in cyberspace. “If international law applies in cyberspace, why are foreign 
hackers electing the president of the United States?” the Russian representative asked 
rhetorically. On the other side, the EU, Japan, the US, and other states believe the 

                                                
4 In the GGE process, only a restricted number of states are invited to participate. The 25 countries that are 

participating in the current GGE are listed on the official page. The process has also been accused of being obscure 
because the meeting sessions are not publicly available.   

https://cyberpeaceinstitute.org/news/the-oewg-final-report-new-milestone-in-global-cyber-diplomacy-collective-efforts-still-needed-to-close-the-accountability-gap-and-achieve-cyberpeace
https://cyberpeaceinstitute.org/news/the-oewg-final-report-new-milestone-in-global-cyber-diplomacy-collective-efforts-still-needed-to-close-the-accountability-gap-and-achieve-cyberpeace
https://www.un.org/disarmament/group-of-governmental-experts/
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existing legal framework to be sufficient. What is missing, according to them, is its 
implementation, as underlined by New Zealand’s delegation. 

The matter has not yet been settled. But the final structure of the document speaks 
for itself. In the zero draft of the report, the section on international law appears before 
the norms, rules, and principles section. However, in the final report, as requested by 
China, the order of the sections was inverted, featuring rules, norms, and principles first 
giving, therefore, predominance to the need for new legislative instruments. It is easy to 
deduce that those states that were not in favor of new norms are not satisfied with the 
structure of the final document. 

Why do states disagree on the instrument of regulation? If states agree that ICTs 
need to be regulated, what is the difference between existing international law and a 
new treaty? 

One interpretation of the current regulatory deadlock sees it as beneficial for both 
geopolitical camps. From one side, the regulatory stall would benefit authoritarian states 
that want to freely conduct mass surveillance, cyberespionage, and other practices that 
fall in the so-called “gray zone” of international law. Therefore the call for a new treaty 
would be a strategy to delay the implementation of existing rules of international law to 
continue questionable behavior. On the other side, according to E. Tikk and M. 
Kerttunen, the US’s and friendly states’ rejection of the treaty initiative and the 
argument of the sufficiency of existing international law could be a strategy to avoid 
any kind of restrictions on its predominant position on ICT. 

However, in the current geopolitical situation, the absence of regulations does not 
benefit anyone. A comparison with the sea regulation process can be helpful to 
understand the current cyberspace debate. As Julija Kalpokienė and Ignas Kalpokas 
highlight, freedom of the seas was possible only when one country could exercise 
complete control over the sea. The free sea argument was supported by dominant actors, 
Britain and the US, respectively, mainly to shut out competition. As the number of 
maritime powers increased, there was a need to negotiate a settlement to avoid a major 
conflict. 

From one side, the struggle for regulations is a defensive tactic implemented by 
states in a position of disadvantage to enclose some territories from the domination of 
others. On the other hand, a “developed” cyber-state, while able to benefit from greater 
freedom of action, at the same time, is more exposed to cyber risks. Being heavily 
dependent on the IT infrastructure, it is therefore vulnerable to malicious interference 
and possible malfunction. Thus, both actors are interested in regulations, but the rules 
those states strive to implement are different. Faced with the US ICTs advantage, Russia 
and like-minded states call for implementing the principle of sovereignty. On the other 
hand, to defend against cyber-attacks and cyber espionage from Russia and China, the 
US calls for attribution and the law of state responsibility that China doesn’t see as 
applicable to cyberspace due to it lacking any legal basis. 

Both groups of states are interested in setting norms. Instrumental discussion is at 
the surface of substantive disaccord over which rules of conduct should apply in 

https://www.geopolitica.info/le-nazioni-unite-e-la-regolamentazione-internazionale-del-cyberspace-quale-ruolo-per-litalia/
https://undocs.org/A/AC.290/2021/L.2
https://www.researchgate.net/publication/348420932_The_Cyber_Dialogue_at_the_Crossroads_Why_States_Disagree_on_the_Need_for_a_New_Cyber_Treaty
https://nupi.brage.unit.no/nupi-xmlui/handle/11250/2569401
https://nupi.brage.unit.no/nupi-xmlui/handle/11250/2569401
https://www.researchgate.net/publication/282719222_Hostes_Humani_Generis_Cyberspace_the_Sea_and_Sovereign_Control
https://www.researchgate.net/publication/348420932_The_Cyber_Dialogue_at_the_Crossroads_Why_States_Disagree_on_the_Need_for_a_New_Cyber_Treaty
https://www.researchgate.net/publication/348420932_The_Cyber_Dialogue_at_the_Crossroads_Why_States_Disagree_on_the_Need_for_a_New_Cyber_Treaty
https://www.researchgate.net/publication/348420932_The_Cyber_Dialogue_at_the_Crossroads_Why_States_Disagree_on_the_Need_for_a_New_Cyber_Treaty


Osservatorio sulle attività delle organizzazioni internazionali e sovranazionali, universali e regionali, sui 
temi di interesse della politica estera italiana - www.osorin.it - comint@sioi.org 

SIOI - Palazzetto di Venezia - Piazza di San Marco, 51 - 00186 - ROMA  

cyberspace. If states agreed on which rules to use, there would have been no difference 
between a new treaty or a more specific interpretation of existing rules. Their 
preferences regarding the appropriate rules can be better and more effectively 
implemented within the respective instruments they suggest. The imbalance in control 
over the formation and approval of rules within the current regulatory processes 
explains the persistency of disagreement over which instruments are to be used to 
regulate cyberspace. Such capacity is more significant for states that do not recognize 
the necessity of a new treaty. Those countries are trying to compensate the imbalance of 
control over the current formation and approval of rules. For such states, insisting on a 
new treaty is more effective in pursuing their interests than submitting to the scenario 
set by their rivals. 

3. Confidence-building measures. The role of the OSCE.  In the fourth section of 
the final document, states agreed on the importance of confidence-building measures. In 
particular, the Organization for Security and Cooperation in Europe, since 2013, is 
working to adopt measures to increase trust in cyberspace. The work started with the 
Informal Working Group (IWG) institution, intended to discuss the cyberspace 
regulation dynamics and agree on a set of confidence-building measures to enhance 
stability and security in the OSCE region. The objective has been to apply the existent 
CBMs approach, which was already successful for crisis prevention during the Cold 
War, to cyberspace. The initiatives implemented in the OSCE context also suffered the 
climate of ideological and geopolitical tension within the GGE. While in 2013, and 
2016 two sets of eleven and five CBMs were successfully approved, the last process for 
implementing the third set of CBMs was suspended. 

The main open question is which one should be the best forum for further 
developing confidence-building measures. Russia and other states see the OEWG as a 
CMB in itself and as the right place to unify the existing norms set at the regional level. 
Instead, the US and its allies prefer that regional organizations continue developing and 
implementing CBMs, “adapting them to their specific contexts and priorities” and 
“establish new avenues for collaboration, cooperation, and mutual learning,” as stated in 
the final document. However, as was noted in the second pre-draft of the report, because 
“not all States are members of a regional organization and not all regional organizations 
have CBMs in place, […] such measures are complementary to the work of the UN and 
other organizations.” 

Again, states push for the respective forum in which they have more power. 
Although Russia has historically supported the OSCE, especially for its focus and 
respect of states’ sovereignty, it changed its attitude towards the organization in recent 
times. Russia criticizes the OSCE because it is focusing too much on human rights 
instead of its politico-military dimension. Indeed, the OSCE Representative on Freedom 
of the Media repeatedly denounced Russia’s fake-news laws against freedom of 
expression and the free flow of information.5 

                                                
5 The OSCE Representative on Freedom of the Media, Harlem Désir, declarations of concern are available 

here and here.  

https://www.academia.edu/45649751/Le_iniziative_diplomatiche_per_il_cyberspazio_punti_di_forza_e_di_debolezza
https://www.academia.edu/45649751/Le_iniziative_diplomatiche_per_il_cyberspazio_punti_di_forza_e_di_debolezza
https://dig.watch/processes/un-gge#view-7541-5
https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf
https://fliphtml5.com/gnel/qqhr/basic
https://www.osce.org/representative-on-freedom-of-media/406775
https://www.osce.org/representative-on-freedom-of-media/414770
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As mentioned in the DiploFoundation briefing, there is a feeling that the success 
inside the OEWG will spill over to the OSCE negotiations. In the meantime, the OSCE 
released a comprehensive course on CBMs.6  

4. Implementation. The Italian case.- “Norms’ implementation remains a 
nebulous concept,” said Ambassador Lauber, the OEWG’s Chair, when interviewed by 
Jim Lewis and Chris Painter, “capacity building is the point,” he continued. Norms 
alone have little impact on national cyber resilience, capacity, and computing ability. 
Cyberwar, data breaches, botnet, and cybercrime, besides showing geopolitical 
hostilities, highlight a low state infrastructure resilience. When an incident is not 
effectively prevented, the reason is primarily actors’ low awareness and the state’s 

capacity gap. Therefore, states need to develop integrated systems and structures led by 
cybersecurity experts to prevent cyber-attacks. Only by building a more resilient 
infrastructure can states protect themselves. 

However, as underlined in the Geopolitica Info article, according to the ENISA 
report, the EU member states, especially Italy, are still not investing enough in 
cybersecurity. Italy is proceeding quite slowly, remaining behind the other EU 
countries, especially France, that, according to President Macron’s statement, is willing 
to invest around 500 million in cybersecurity.  

In Italy, the Nucleo di Sicurezza Cibernetica is the collegiate body entrusted with 
managing cyber incidents that could impact national security. However, instead of just 
recovering from cyberattacks and managing the incidents, it is fundamental to anticipate 
and prevent them through a security system involving both the public and private 
sectors. Small and medium businesses, representative of the Italian economy, can hardly 
invest in cybersecurity. Public investments and the collaboration between the private 
sector, researchers, and the technical community, to create a shared culture and 
awareness of cyberattacks’ logic are needed. Moreover, investing in capacity building 
would also assure a more dominant role for Italy in the EU and NATO. 

Moving the focus on capacity building is needed to broaden ICTs security from 
the narrowed notion of national security. The militarization of the cybersecurity 
discourse diverts the attention from the day-to-day human aspect of the issue: 
cyberattacks are often initiated by human ignorance and unconscious errors such as 
opening a file or clicking a link. Moreover, it is inconvenient from a western point of 
view because it supports Russia’s threat narrative. Thanks to its dominant technological 
position, the US can maintain its normative power and counterbalance Russia’s 
narrative, transferring ICTs capacity to developing countries through what Aneken Tikk 
and Mika Kerttunen define a “Cyber Marshall Plan.” 

 

5. What’s next?- The last section of the final document concerns the future 
continuation of the cybersecurity dialogue. There is a controversy regarding the most 
appropriate forum to continue the negotiations in the forthcoming years. Since both the 

                                                
6 The OSCE e-learning course on cyber/ICT security Confidence-Building Measures is available here. 

https://www.youtube.com/watch?v=7qD1NixDUi0&t=261s
https://podcasts.apple.com/us/podcast/a-diplomacy-master-class-with-ambassador-lauber/id1538641661?i=1000518359380
https://www.nupi.no/nupi_eng/Publications/CRIStin-Pub/Parabasis-Cyber-diplomacy-in-Stalemate
https://www.nupi.no/nupi_eng/Publications/CRIStin-Pub/Parabasis-Cyber-diplomacy-in-Stalemate
https://www.geopolitica.info/le-nazioni-unite-e-la-regolamentazione-internazionale-del-cyberspace-quale-ruolo-per-litalia/
https://www.enisa.europa.eu/publications/nis-investments
https://www.bloombergquint.com/politics/france-s-macron-boosts-cyber-security-spending-after-attacks
https://nupi.brage.unit.no/nupi-xmlui/handle/11250/2569401
https://nupi.brage.unit.no/nupi-xmlui/handle/11250/2569401
https://www.osce.org/secretariat/481906
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GGE and the OEWG need resources and require considerable support from states, 
maintaining two processes implies higher costs.  

Probably, the UN GGE process, after concluding its work on May 28th, will come 
to its end. After the success of the OEWG with the participation of all UN states, it 
would be difficult to go back to discuss cybersecurity issues in a narrow context of 
states. If Russia will join a consensus on the GGE or whether its compliance with the 
OEWG was only instrumental in moving the discussion into a new forum that it can 
better control, we’ll find out in the following weeks.  

Nevertheless, the GGE is likely to be replaced by a Program of Action (PoA), a 
French-Egyptian proposal supported by 50 other nations, including the United States, 
the EU, Japan, the Netherlands, Sweden, Ukraine, and Canada. The PoA aims to end the 
"dual process" and establish a permanent UN forum for implementation and future 
discussion. On the other side, Russia, China, South Africa, Indonesia, Cuba, and India 
push for continuing future discussions within the new OEWG 2021-2025. The issue 
will be discussed further in the next GGE meetings.7 

6. Conclusion.- Although the OWEG produced a consensus report, the 
geopolitical situation is still tense. China and Russia are not interested in stability: if 
their goal is to overturn the status quo to favor their national interests, how can they be 
interested in achieving peace? 

Arms control elements are starting to infuse the discussion. In December 2020, 
Russia succeeded in passing a resolution on cybercrime in the legal affairs committee of 
the UN. The US delegate is afraid that the new proposed cybercrime instrument would 
open the road to more binding treaty negotiations and potentially replace the Budapest 
Convention. 8  

On the other side, the Biden administration is also taking a more offensive 
approach. The new President, in his first speech on foreign affairs, bluntly stated: “I 
made it clear to President Putin, in a manner very different from my predecessor, that 
the days of the United States rolling over in the face of Russia’s aggressive actions – 
interfering with our election, cyberattacks, poisoning its citizens – are over.” Referring 
to China, he added: “We’ll confront China’s economic abuses; counter its aggressive, 
coercive actions; to push back on China’s attack on human rights, intellectual property, 
and global governance.” 

Russia’s use of ICTs to question and destabilize democracy and carry out vast 
foreign influence operations weaken the US argument that international law provides 
enough protection in cyberspace.9 Not to mention the US Cyber Command cyberattack 

                                                
7 The last session of the GGE is scheduled for 24-28 May 2021. 
8 The Budapest Convention on Cybercrime has entered into force on the 1st of July 2004. It is the first 

international treaty on crimes issued via the Internet, mainly concerning infringements of copyright, fraud, child 
pornography, and network security violations. As of now, 69 states have signed it, and 65 states have also ratified it. 
Russia and China have opposed the Convention, arguing that allowing investigators access data across borders 
infringe national sovereignty. 

9 Russia has been repetitively accused of performing cyberwarfare activity. The most noteworthy events were 
the attack on Estonia in 2007, on Georgia in 2008, and the ones in the ongoing Ukrainian war, which started in 2014.  

https://www.cfr.org/blog/unexpectedly-all-un-countries-agreed-cybersecurity-report-so-what
https://front.un-arm.org/wp-content/uploads/2021/04/A-AC.290-2021-INF-2.pdf
https://undocs.org/Home/Mobile?FinalSymbol=A%2FC.3%2F74%2FL.11&Language=E&DeviceType=Desktop
https://podcasts.apple.com/us/podcast/discussing-the-un-oewg-with-the-mother-of-norms/id1538641661?i=1000514528234
https://www.dailysabah.com/world/bidens-speech-shows-us-reinvigorated-focus-on-diplomacy/news
https://www.scmp.com/news/china/diplomacy/article/3120618/first-foreign-policy-address-president-biden-calls-china-most
https://www.scmp.com/news/china/diplomacy/article/3120618/first-foreign-policy-address-president-biden-calls-china-most
https://www.washingtonpost.com/national-security/cyber-command-trickbot-disrupt/2020/10/09/19587aae-0a32-11eb-a166-dc429b380d10_story.html
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to shut down the Russian IRA in November 2018 to protect the normal functioning of 
the US midterm elections. US and like-minded states would better consider that their 
propensity for cyber-military action weakens their argument about the sufficiency of 
international law, favoring their opponents’ view, namely the necessity of new, more 
binding norms. Moreover, to attack what one considers to be “fake news” weaponizes 
information in the same way as Russia does. 

As a result, the US is self-compromising its leading role and normative moral 
authority. Moreover, the securitization approach further undermines freedoms and 
liberties. An excessive emphasis on foreign policy moves away the development of the 
ICT from the society itself, while securitization overturns the primary principle of 
democracy: transparency. Improving resilience through capacity building and 
promoting a shared culture of cybersecurity is the recommended strategy if “Western 
states” don’t want to undermine their democratic values.  

Maggio 2021 

https://nupi.brage.unit.no/nupi-xmlui/handle/11250/2569401
https://nupi.brage.unit.no/nupi-xmlui/handle/11250/2569401
https://nupi.brage.unit.no/nupi-xmlui/handle/11250/2569401

